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Intrusion Detection System for In-Vehicle Networks
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In light of the security incident of the Jeep Cherokee in 2015, where a vehicle was illegally controlled remotely using
spoofing messages uploaded via a public mobile network, security measures have become one of the most crucial issues
in the realization of autonomous driving and connected cars. Taking security measures for each unknown cyber-attack
requires quick detection of attacks that will happen throughout the life cycle of the vehicles. This paper introduces an
intrusion detection system (IDS) to detect spoofing messages at the central gateway. In addition, we report on the detection

performance of the IDS using actual messages sent from an in-vehicle network.
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